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(5) Before listing home addresses and
home telephone numbers in any DeCA
telephone directory, give the individ-
uals the opportunity to refuse such a
listing.

(c) Disclosures for established routine
uses. (1) Records may be disclosed out-
side of DeCA without consent of the in-
dividual to whom they pertain for an
established routine use.

(2) A routine use shall:

(i) Be compatible with the purpose
for which the record was collected;

(ii) Indicate to whom the record may
be released;

(iii) Indicate the uses to which the
information may be put by the receiv-
ing agency; and

(iv) Have been published previously
in the FEDERAL REGISTER.

(3) A routine use will be established
for each user of the information out-
side DeCA who need official access to
the records. This use may be discon-
tinued or amended without the consent
of the individual/s involved. Any rou-
tine use that is new or changed is pub-
lished in the FEDERAL REGISTER 30 days
before actually disclosing the record.
In addition to routine uses established
by DeCA individual system mnotices,
blanket routine uses have been estab-
lished. See Appendix C to this part.

(d) Disclosure without consent. DeCA
records may be disclosed without the
consent of the individual to whom they
pertain to another agency within or
under the control of the U.S. for a civil
or criminal law enforcement activity
if:

(1) The civil or criminal law enforce-
ment activity is authorized by law
(Federal, State, or local); and

(2) The head of the agency or instru-
mentality (or designee) has made a
written request to the Component
specifying the particular record or por-
tion desired and the law enforcement
activity for which it is sought.

(3) Blanket requests for any and all
records pertaining to an individual
shall not be honored. The requesting
agency or instrumentality must speci-
fy each record or portion desired and
how each relates to the authorized law
enforcement activity.

(4) This disclosure provision applies
when the law enforcement agency or
instrumentality request the record, If
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the DoD Component discloses a record
outside the DoD for law enforcement
purposes without the individual’s con-
sent and without an adequate written
request, the disclosure must be pursu-
ant to an established routine use, such
as the blanket routine use for law en-
forcement.

(e) Disclosures to the public from health
care records. (1) The following general
information may be released to the
news media or public concerning a
DeCA employee treated or hospitalized
in DoD medical facilities and non-Fed-
eral facilities for whom the cost of the
care is paid by DoD:

(i) Personal information concerning
the patient that is provided in §327.8
and under provisions of 32 CFR part
285.

(ii) The medical condition such as
the date of admission or disposition
and the present medical assessment of
the individual’s condition in the fol-
lowing terms if the medical doctor has
volunteered the information:

(A) The individual’s condition is pres-
ently (stable) (good) (fair) (serious) or
(critical), and

(B) Whether the patient is conscious,
semi-conscious or unconscious.

(2) Detailed medical and other per-
sonal information may be released on a
DeCA employee only if the employee
has given consent to the release. If the
employee is not conscious or com-
petent, no personal information, except
that required by 32 CFR part 285, will
be released until there has been enough
improvement in the patient’s condition
for them to give informed consent.

(3) Any item of personal information
may be released on a DeCA patient if
the patient has given consent to its re-
lease.

(4) This part does not limit the dis-
closure of personal medical informa-
tion for other government agencies’
use in determining eligibility for spe-
cial assistance or other benefits pro-
vided disclosure in pursuant to a rou-
tine use.

APPENDIX A TO PART 327T—SAMPLE
DECA RESPONSE LETTER

Mrs. Floria Employee
551 Florida Avenue
Oakland, CA 94618
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Dear Mrs. Employee: This responds to your
Privacy Act request dated (enter date of re-
quest), in which you requested (describe re-
quested records).

Your request has been referred to our head-
quarters for further processing. They will re-
spond directly to you. Any questions con-
cerning your request may be made tele-
phonically (enter Privacy Officer’s telephone
number) or in writing to the following ad-
dress:

Defense Commissary Agency, Safety, Secu-
rity, and Administration, Attention: FOIA/
PA Officer, Fort Lee, VA 23801-1800.

I trust this information is responsive to
your needs.

(Signature block)

APPENDIX B TO PART 327—INTERNAL
MANAGEMENT  CONTROL  REVIEW
CHECKLIST

(a) Task: Personnel and/or Organization
Management.

(b) Subtask: Privacy Act (PA) Program.

(c) Organization:

(d) Action officer:

(e) Reviewer:

(f) Date completed:

(g) Assessable unit: The assessable units are
HQ, DeCA, Regions, Central Distribution
Centers, Field Operating Activities, and
commissaries. Each test question is anno-
tated to indicate which organization(s) is
(are) responsible for responding to the ques-
tion(s). Assessable unit managers responsible
for completing this checklist are shown in
the DeCA, MCP, DeCA Directive 70-2.1

(h) Event cycle 1: Establish and implement
a Privacy Act Program.

(1) Risk: If prescribed policies, procedures
and responsibilities of the Privacy Act Pro-
gram are not adhered to, sensitive private
information on individuals can be given out
to individuals.

(2) Control Objectives: The prescribed poli-
cies, procedures and responsibilities con-
tained in 5 U.S.C. 552a are followed to pro-
tect individual privacy and information re-
lease.

(3) Control Techniques: 32 CFR part 310 and
DeCA Directive 30-13,2 Privacy Act Program.

(i) Ensure that a PA program is established
and implemented.

(ii) Appoint an individual with PA respon-
sibilities and ensure the designation of ap-
propriate staff to assist.

(4) Test Questions: Explain rationale for
YES responses or provide cross-references
where rationale can be found. For NO re-
sponses, cross-reference to where corrective

1Copies may be obtained: Defense Com-
missary Agency, ATTN: FOIA/Privacy Offi-
cer, 1300 E. Avenue, Fort Lee, VA 23801-1800.
2See footnote 1 to this Appendix B.
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action plans can be found. If response is NA,
explain rationale.

(i) Is a PA program established and imple-
mented in DeCA to encompass procedures for
subordinate activities? (DeCA HQ/SA, Region
IM). Response: Yes / No / NA. Remarks:

(ii) Is an individual appointed PA respon-
sibilities? (DeCA HQ/SA, Region IM). Re-
sponse: Yes / No / NA. Remarks:

(iii) Are the current names and office tele-
phone numbers furnished OSD, Private Act
Office of the PA Officer and the IDA? (DeCA
HQ/SA). Response: Yes/ No/ NA. Remarks:

(iv) Is the annual PA report prepared and
forwarded to OSD, Defense Privacy Office?
(DeCA HQ/SA). Response: Yes / No / NA. Re-
marks:

(v) Is PA awareness training/orientation
provided? Is in-depth training provided for
personnel involved in the establishment, de-
velopment, custody, maintenance and use of
a system of records? (DeCA HQ/SA, Region).
Response: Yes / No / NA. Remarks:

(vi) Is the PA Officer consulted by informa-
tion systems developers for privacy require-
ments which need to be included as part of
the life cycle management of information
consideration in information systems de-
sign? (DeCA HQ/SA, Region). Response: Yes /
No / NA. Remarks:

(vii) Is each system of records maintained
by DeCA supported by a Privacy Act System
Notice and has the systems notice been pub-
lished in the FEDERAL REGISTER? (DeCA HQ/
SA). Response: Yes / No / NA. Remarks:

(i) Event cycle 2: Processing PA Requests.

(1) Risk: Failure to process PA requests
correctly could result in privacy information
being released which subjects the Depart-
ment of Defense, DeCA or individuals to
criminal penalties.

(2) Control Objective: PA requests are proc-
essed correctly.

(3) Control Technique:

(i) Ensure PA requests are logged into a
formal control system.

(ii) Ensure PA requests are answered
promptly and correctly.

(iii) Ensure DeCA records are only with-
held when they fall under the general and
specific exemptions of 5 U.S.C. 552a and one
or more of the nine exemptions under DeCA
Directive 30-12,3 Freedom of Information Act
(FOIA) Program.

(iv) Ensure all requests are coordinated
through the General Counsel.

(v) Ensure all requests are denied by the
DeCA IDA.

(vi) Ensure all appeals are forwarded to the
Director DeCA or his designee.

(4) Test Questions:

(i) Are PA requests logged into a formal
control system? (DeCA HQ/SA, Region IM).
Response: Yes / No / NA. Remarks:

3See footnote 1 to this Appendix B.
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